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Abstract

Background Machine learning algorithms achieve expert level accuracy in skin lesion clas-
sification based on clinical images. However, it is not yet shown whether these algorithms 
could have high accuracy when embedded in a smartphone application, where image 
quality is lower and there is high variability in image taking scenarios by users. In the past, 
these applications were criticized due to lack of accuracy.

Objective In this study we evaluate the accuracy of the newest version of a smartphone 
application (SA) for risk assessment of skin lesions.

Methods This SA uses a machine learning algorithm to compute a risk rating. The algorithm 
is trained on 131,873 images taken by 31,449 users in multiple countries between January 
2016 and August 2018 and rated for risk by dermatologists. To evaluate the sensitivity of 
the algorithm we use 285 histopathologically validated skin cancer cases (including 138 
malignant melanomas), from two previously published clinical studies (195 cases) and 
from the SA user database (90 cases). We calculate the specificity on a separate set from 
the SA user database containing 6000 clinically validated benign cases.

Results The algorithm scored a 95.1% (95% CI, 91.9% - 97.3%) sensitivity in detecting (pre)
malignant conditions (93% for malignant melanoma and 97% for keratinocyte carcinomas 
and precursors). This level of sensitivity was achieved with a 78.3% (95% CI, 77.2%-79.3%) 
specificity.

Conclusions This SA provides a high sensitivity to detect skin cancer, however there is still 
room for improvement in terms of specificity. Future studies are needed to assess the 
impact of this SA on health systems and its users.
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Introduction

Access to medical care is being transformed with the advent of mobile applications which 
can monitor, diagnose and provide health information. In the field of dermatology there 
is considerable interest in developing algorithms for image analysis of skin lesions to 
evaluate the risk of malignant melanoma (MM) and keratinocyte carcinomas (KC).1-4 Early 
detection of skin cancer is important since the prognosis is highly dependent on whether 
the cancer is detected at an early stage, when it is easier to treat and its prognosis is more 
favorable.5, 6

Smartphones equipped with applications that analyse skin lesions can become a pow-
erful tool for early detection of skin cancer. Besides early diagnosis, they could help to 
lower the burden of skin cancer by reducing the need of physician consultations and the 
number of referrals to secondary care by general practitioners (GP). However, usage of 
smartphone applications (SA) for self-assessment of skin cancer (including the one here 
presented) has been criticized due to lack of evidence on its diagnostic accuracy.7-10 They 
may have a relatively low sensitivity, which instead of facilitating early detection of skin 
cancer could cause a sense of false reassurance.

The mHealth application evaluated here is called SkinVision (developed by SkinVision 
B.V., Netherlands). It is a SA that allows laypersons to self-assess skin lesions for the risk of 
skin cancer. With this application, a user may take a picture of a lesion with his smartphone 
and have it analysed by a proprietary algorithm. This will return a risk rating for the lesion, 
with recommendation to see a doctor for high risk cases. This SA had its accuracy tested 
in two clinical studies. At first, it was only able to detect MM and its rule-based fractal 
algorithm scored a 73% sensitivity and 83% specificity.11 In a later study, this algorithm was 
re-calibrated to be able to process both pigmented and non-pigmented lesions and detect, 
aside from MM, KC and some premalignant conditions.12 The recalibrated version had a 
sensitivity of 80% and a 78% specificity.

The SA maintains a database with validated cases, where histopathological reports 
are shared voluntarily by some of its users and clinical validation is done by at least one 
dermatologist on all images that are being processed by the algorithm. This is used for 
recalibration of the algorithm. Since the previous clinical studies11, 12, the available data 
for training the algorithm has substantially increased. In this paper, we present the new 
version of the risk assessment algorithm which uses a machine learning approach, and 
evaluate its sensitivity and specificity to detect skin cancer.
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Materials and Methods

Materials and data acquisition
The data used to train and test the algorithms for skin cancer risk assessment is obtained 
retrospectively from two previously published clinical studies11, 12 and the SA user database. 
The Munich and the Eindhoven studies had approval from the local ethics committee, 
with respective numbers, No. 529-12 and No. 2014-41.11, 12 All users gave their consent 
electronically when registering for the SA. The Munich University Hospital and Eindhoven 
hospital datasets contain cases seen in consecutive patients in the periods December 2012 
to December 2013 and December 2014 to April 2016, respectively. The SA user database 
contains lesions imaged by users from several countries between January 2016 and Octo-
ber 2018. In Table 1, we show how we split the data to train and test the algorithm.

Training dataset
The training dataset consists of 131,873 images acquired with different iPhone and An-
droid devices by 31,449 SA users. All images were given a risk rating by a dermatologist 
(Supplemental Material Appendix 1). Half of the training set consisted of images rated as 
high risk and half rated as low risk. Cases clinically validated as low risk were randomly 

Table 1. Data used to train and test the algorithm for disease classification.

Dataset Sample Period Image 
Acquisition

Exclusion criteria Studies

University 
Hospital 
Munich

Sensitivity Test Set I: 40 MM 
cases from 195 lesions in 195 
consecutive patients.

December 2012 
- December 
2013

- Maier et 
al 2014

Catharina 
Hospital 
Eindhoven

Sensitivity Test Set II: 155 skin 
cancer cases from 341 lesions in 
256 consecutive patients (147 
KC and precursors, 8 MM)

December 2014 
- April 2016

- Thissen 
et al 
2017

Smartphone
Application 
User 
Database a

Training Set: 131,873 images, 
half of the images used were 
previously classified by a 
dermatologist as high risk, the 
other half as low risk.

Sensitivity Test Set III: 90 
histopathologically validated 
cases of MM.

Specificity Test Set: 6,000 cases 
which were clinically validated 
by dermatologists as benign.

January 2016 - 
October 2018

Skin on the Fitzpatrick scale V-VI; 
if lesion is located on mucosal 
surfaces, close to a visible scar or 
located under the nails; if lesion 
and surrounding skin contain 
foreign matter (e.g. tattoos) or are 
not intact (e.g. contains an ulcer).

-

a All cases clinically validated as low risk were randomly selected from the user database either for training or 
testing. Since there are a lot less cases rated as high risk or with histopathological report, we used all of them for 
either training or testing.
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selected from the user database, while all cases rated as high risk were used (since there 
are a lot less cases rated as high risk).

Test dataset for sensitivity
The test dataset for sensitivity contains 285 cases (195 from previous clinical studies and 
90 from the SA user database) which were histopathologically validated for skin cancer. 
The participant flowcharts of each dataset are given in Figures 1-3.

We used 40 MM cases from the Munich study (Figure 1) and 155 cases of different types 
of skin cancer or pre-cancer from the Eindhoven study (Figure 2).11, 12 Previously, some 
cases were excluded due to bad imaging11 or were split in training and validation set.12 For 
this algorithm version, almost all malignant cases are used to validate the sensitivity, with 
the exception of 3 basal cell carcinoma (BCC) cases due to poor image quality. In the real 
user setup this would mean that the user would be asked to take a new image of the lesion.

The 90 MM cases from the user database (Figure 3) correspond to assessments made 
by users for which the user shared the final histopathology diagnosis with SA between 
October 2016 - October 2018. All user assessments were reviewed by an affiliated der-
matologists. Users with high risk rating by the quality control of the dermatologist were 
messaged by the Customer Service team. However, the SA studied here cannot oblige 
the users to share their final diagnosis, this is a voluntary decision of the user. In total, at 

Patients signed
informed consent and

were included
n=145

n=195 skin lesions
from 145 patients

were evaluated with
the SA

Histopathology
confirmed MM cases

n=40

New versions SA
algorithm

Low risk
n=3

High risk
n=37

Excluded cases due
to benign diagnosis

n=155

Figure 1. Participant flowchart of malignant cases 
from the Munich Study.*
* The smartphone application version used to take 
the images was developed during pre-clinical test-
ing before the Munich study. The new version of the 
smartphone application algorithm is the version pre-
sented in this study. All cases excluded had a benign 
diagnosis.
Abbreviations: MM, malignant melanoma; SA, 
smartphone application.
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the time of writing the study (October 2018) 338 users shared their final histopathology 
diagnosis with the SA, of which 178 were MMs. Out of these, we randomly selected 90 
(51%) to be included in the test set (Figure 3).

Patients signed
informed consent and

were included
n=256

n=333 skin lesions
were evaluated with
the SA from the 256

patients

Excluded
n=8 due to bag imaging
(n=3 BCC, n=5 benign)

Excluded
n=102 clinical diagnosis

is clearly benign (no
histopathology)

Incisional/excisional
biopsy,

histopathology n=231

Included
histopathology

MM n=8
BCC n=107
SCC n=8
AK n=18
BD n=14

Excluded
n=76 histopathology

benign

New version SA
algorithm

Low risk
n=4

High risk
n=151

Figure 2. Participant flowchart of malignant cases from the Eindhoven Study.*
* The smartphone application version used to take the images was developed during Munich Study.11 The 
new version of the smartphone application algorithm is the version presented in this study. In total, 155 cases 
were included to test the sensitivity and 186 cases were excluded. The 4 cases denoted as low risk by the 
smartphone application algorithm had BCC as final histopathology diagnosis.
Abbreviations: AK, actinic keratosis; BCC, basal cell carcinoma; BD, Bowen’s disease; SCC, squamous cell carci-
noma; MM, malignant melanoma; SA, smartphone application.
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Assessments made since
October 2016

n=437,531 (from 200,343 users)

Assessments verified by a SA
dermatologist during quality

control after assessment
n=437,531

Not able to give a risk
rating due to poor

image quality
n=3,701

Assessment High risk
n=33,538

Assessment
Low/Medium risk

n=400,292

Messages sent for each
assessment to user for diagnosis

follow-up
n=48,547

No customer
response
n=45,079

Total customer validated cases
n=3,806

Naevus n=247
Atypical naevus n=219

BCC n=369
SCC n=55
MM n=354
AK n=133

Benign n=1,562
Benign (other diagnosis) n=867

Histopathologically validated
cases n=338

BCC n=137
SCC n=23
MM n=178

MM used for training
new version of SA

n=88

MM used for testing
new version of SA

n=90

No histopathology
validation
n=3,468

Figure 3. Participant flowchart of malignant cases from the smartphone application user database.*
* Images were taken with the smartphone application algorithm version available at the time of assessment. 
We included cases for which users contacted the customer service up to October 2018. All users with cases 
deemed high risk were messaged, a small proportion of low risk cases (n=15,009) were contacted as well, 
namely if at quality control the dermatologists disagreed with the algorithm result.
Abbreviations: AK, actinic keratosis; BCC, basal cell carcinoma; BD, Bowen’s disease; SCC, squamous cell carci-
noma; MM, malignant melanoma; SA, smartphone application.
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Test dataset for specificity
The test dataset for specificity is based on 6,000 cases from the user database. The par-
ticipant flowchart for this dataset is given in Figure 4. The 6,000 benign cases included 
were randomly selected from more than 65,000 consecutive cases in the period June, July 
and August 2018 and were not included in the training of the algorithm. All cases were 
assessed, remotely, by an affiliated dermatologist and the cases were included if they 
were classified as “low risk” by the dermatologist (Supplemental Material Appendix 1).

Algorithm to analyse the skin lesion image
There are several steps needed to analyse the image of the lesion provided by the user 
in order to calculate a risk degree, namely, lesion segmentation, noise filtering, feature 
extraction and final risk classification based on the lesion’s features.

Assessments made between
June-August 2018

n=65,747 
(from 36,324 users)

Assessments verified by SA
dermatologist during quality

control after assessment
n=65,747

Assessment rated
Low/Medium risk by

dermatologist
 n=57,171

Not able to give a risk
rating due to poor

image quality
n=1,161

Assessment rated High
risk by dermatologist

n=7,415

Benign cases randomly
selected
n=6,000

Benign cases not
selected
n=51,171

New version SA
algorithm

Low/Medium risk
n=4,698

High risk
n=1,302

Figure 4. Participant flowchart of benign cases from the smartphone application user database used to cal-
culate specificity.*
* Images were taken with the smartphone application algorithm version available at the time of assessment.
Abbreviations: SA, smartphone application.
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Lesion segmentation
The goal of this step is to separate the lesion from the surrounding skin (Supplemental 
Material Appendix 2 and Figures S1 and S2). This is a difficult task due to the fact that both 
pigmented and skin coloured lesions can be imaged with the SA. For a precise segmenta-
tion we use a Conditional Adversarial Network Algorithm, which is a refined version of the 
procedure presented by Udrea and Mitra.13 The network was trained on 5,000 images, 
with equal class size for pigmented lesions and non-pigmented lesions. For tests we have 
used 583 images (segmented by a dermatologist). We quantify the segmentation precision 
considering the sensitivity in detecting pixels that represent the lesion and specificity in 
correctly identifying pixels representing skin (Supplemental Material Appendix 2 and Table 
S1).

Noise removal
Once the separation between the lesion (Figure 5 a) and b) ) and the skin is done (Figure 
5 c) and d)), the area surrounding the lesion is processed and all hair and small lesions 
(e.g. freckles) are filtered out/eliminated by applying an inpainting procedure on the grey 
scaled image (Figure 5 e) and f)).14

Lesion features extraction
Several geometric, texture and colour descriptors are calculated for each lesion (Supple-
mental Material Appendix 3). They are the features used in the classification algorithm to 
compute the risk class associated with each lesion. In total, for risk classification we use 24 
colour, texture and shape features.

Support Vector Machine (SVM) classifier
In order to assign a specific lesion to a risk class (low or high), we use a SVM classifier with 
Radial Basis Functions kernel. For each image we apply the lesion segmentation, noise 
removal and feature extraction steps in order to compute the 24 features associated with 
the lesion that are used for classification. The parameters of the SVM classifier are chosen 
using Particle Swarm Optimization 15. We find the combination of parameters which maxi-
mizes the sensitivity given the constraint that the specificity cannot be lower than 80%.

Statistical evaluation
The sensitivity and specificity, with a 95% Clopper-Pearson confidence interval are com-
puted using the online statistical software MedCalc (https://www.medcalc.org).
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Results

Image Characteristics
All images from the clinical studies were taken with an iPhone. In the user database most 
of the images (87%) used for training were taken with iPhones, as the application is more 
popular for this group of users (Supplemental Material Appendix 4, Table S2).

Demographic Characteristics
All images were taken by users 18 years or older. The images in the user database come 
from users from several countries, but mainly United Kingdom, the Netherlands, Australia 
and New Zealand.

Risk Classification
We tested the algorithm for risk classification for sensitivity on 285 images which are linked 
to a malignant histopathological result (Table 2). In figure 6, we present two MM cases 
from the user database: one correctly identified and one false negative. Overall, the algo-
rithm has a sensitivity of 95% (95% CI, 91.9% - 97.3%) to detect skin cancer. In particular, 
the sensitivity to detect melanoma is 92.8% (95% CI, 87.8% - 96.5%) and the sensitivity in 
detecting KC and their precursors is 97.3% (95% CI, 93.2% - 99.3%). The sensitivity to de-
tect melanoma in the user database is similar to that of the clinical studies. The results of 
the accuracy for lesion segmentation are presented in Supplemental Material Appendix 2.

 (A)  (B) 

 (C)  (D) 

 (E) 
 (F) 

 

Figure 5. Example of a noise removal procedure for 
two lesions.*
*The original skin lesion is shown in 5 a) and b), the 
segmented black and white image in c) and d) and 
the noise-free image in e) and f).
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For specificity, we tested the algorithm on 6,000 images clinically validated as benign 
(without histopathology report). The specificity of the algorithm is 78.3% (95% CI, 77.24%-
79.34%).

Discussion

The SA has a sensitivity to detect various forms of skin cancer including MM, BCC and 
squamous cell carcinoma (SCC) of 95%, given a 78% specificity. This is a substantial im-
provement over previous versions of this SA, which had a sensitivity of 80% and a specific-
ity of 78%.12 The sensitivity to detect MM in the user database is similar to the clinical 
studies, which indicates that in a context where pictures are taken by lay users instead 
of the researcher or clinician, the accuracy to detect skin cancer is not necessarily lower.

  

 

Figure 6. Example of a correctly and incorrectly clas-
sified MMs.*
*The skin lesion shown in 6 a) is correctly classified 
as MM, the skin lesion in 6 b) is incorrectly classified 
as MM.
Abbreviations: MM, malignant melanoma.

Table 2. Risk classification algorithm results for different types of benign and skin cancer lesions. a

Skin cancer type Low risk High risk Sensitivity (95% CI) b

MM c 10 128 92.8% (87.8%-96.5%)

BCC 4 103 96.3% (90.7%-99.0%)

SCC 0 8 100% (63.1%-100%)

AK 0 18 100% (81.5%-100%)

BD 0 14 100% (76.8%-100%)

(Pre)malignant cases 14 271 95.1% (91.9%-97.3%)

No skin cancer Low risk High risk Specificity (95% CI) b

Clinically Validated Benign cases d 4,698 1,302 78.3% (77.2%-9.3%)

a MM denotes Malignant Melanoma, BCC denotes basal cell carcinoma, SCC denotes squamous cell carci-
noma, AK denotes Actinic Keratosis and BD denotes Bowen’s disease.
b Sensitivity equals the number of (pre)malignant lesions correctly classified as high risk (True Positives) di-
vided by the total number of (pre)malignant lesions. Specificity equals the number of benign lesions correctly 
classified as low risk (True Negatives) divided by the total number of benign lesions
c Sensitivity for the MM cases from the smartphone app user database is 83/90 = 92.22%, while the sensitivity 
for MM from clinical studies is 45/48 = 93.75%
d Clinically validated by two dermatologists, no histopathological report available.
Abbreviations: AK, actinic keratosis; BCC, basal cell carcinoma; BD, Bowen’s disease; SCC, squamous cell car-
cinoma; MM, malignant melanoma.
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There were several improvements made in this algorithm in order to obtain a better sen-
sitivity. For the algorithm used in the Eindhoven study12, only 233 skin lesions were used 
for training which is likely not sufficient to reflect the full spectrum of skin lesion diversity. 
In this version, the SA database of more than 130,000 images was used for training. The 
previous version of the lesion segmentation method was based on Otsu thresholding, 
while skin lesion classification was rule-based.11 The current method uses a Conditional 
Adversarial Network Algorithm (lesion segmentation) combined with a Support Vector 
Machines (SVM) classifier.13, 15

Previous studies on the usage of SAs to detect skin cancer, which included previous ver-
sions of this SA and its competitors, criticized their low capability to detect skin cancer.7-10 
However, this is a rapidly evolving field, suggesting frequent re-evaluations are crucial.1 
In this study, we show that the new algorithm for risk assessment has a high accuracy for 
self-assessment of skin lesions for skin cancer. This result is comparable to some of the 
recently published, best skin cancer disease classification algorithms.2-4

Compared to these studies2-4, it is more challenging to obtain high accuracy in our setup, 
as images taken with a smartphone have a lot more variability than clinical or dermoscopic 
images. Image acquisition within this SA is partially controlled, since the camera module 
only accepts a picture if it satisfies some minimal quality requirements, namely, the lesion 
should be present and contained in the image, there should be no shadows or hair cover-
ing the lesion, and the picture should be focused and centred. However, the images may 
be of lower quality, and there is variation associated with angle, distance, luminosity and 
the characteristics of the smartphone. For these reasons, a large dataset is necessary to 
cover as many image taking scenarios as possible.

In practice, we believe the level of required diagnostic accuracy for the SA should be 
higher than that of a regular GP16-18, and as close as possible to that of a dermatologist. 
Two recent studies compared the sensitivity of dermatologists and a machine learning al-
gorithm to detect skin cancer, against histopathology. In the first study, 21 dermatologists 
scored, on average, a sensitivity and specificity higher than 90% and 70%, respectively.3 In 
the second study, the average sensitivity of 58 dermatologists is 87%, for a 71% specific-
ity.4 Though there are some differences in the setup, this is comparable to the level shown 
by the risk assessment algorithm evaluated here.

For this study we used three skin lesion datasets to test the sensitivity of the SA, two 
based on clinical studies and one on the user database. The advantage of having data 
from clinical studies is that participants’ lesions are reviewed by a dermatologist and the 
lesions are clearly linked with the histopathology report. Furthermore, including cases 
from the user database allows us to compare the performance of the SA in a clinical and 
real-life setting. The limitation of the clinical studies is that they include mainly high risk 
skin lesions, therefore they may be inadequate to evaluate the specificity of the SA. The 
dataset used to test the algorithm for specificity is based on cases from the user database. 
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The dermatologist assessment was made based on the image taken by the user, without 
any further information, and the cases were clinically validated as benign without a histo-
pathological report to confirm there is actually no cancer. Therefore, it is possible that the 
more prominent benign cases were rendered of low risk.

The main risk associated with the usage of this SA by lay users is that a MM or KC is 
incorrectly classified as low risk (i.e. false negative) and its diagnosis and treatment is 
delayed. The specificity of the SA is 78%. Even though, the SA does not recommend an 
immediate visit to the doctor for all high risk cases, usage of this SA may cause detrimental 
psychological effects on the user, by becoming anxious about a benign lesion or cause 
unnecessary doctor visits. For a user checking the skin lesions with this SA it may prove dif-
ficult to evaluate all relevant skin lesions, as lay users may not know which lesions could be 
dangerous19 and/or which the user cannot see (namely, for users taking an image without 
a partner and/or if the lesions are located in places which are hard to reach). On the other 
hand, this may also occur in current clinical practice as previous studies suggested GPs 
usually do not perform a full body skin examination.20-22

These risks are mitigated by the SA in several ways. First, every pair of image and cor-
responding algorithm-based risk rating gets a quality control by a dermatologist. Second, 
for lesions classified as high risk or for cases upgraded/downgraded by a SA dermatologist, 
a user will get a message within 48 hours from the Costumer Service team, concerning 
the degree of urgency of the case (Supplementary Material Appendix 1). Finally, it is also 
recommended for every user of this application to check their skin regularly.

Beyond the application efficacy, there are still open questions about how mHealth appli-
cations for skin lesion assessment should be employed in the health system. This SA is not 
a tool to diagnose skin cancer, and it doesn’t replace the intervention of a medical doctor. 
The application may have a higher impact in health systems where access to specialized 
care is difficult due to long waiting times, cost of a medical consultation or geographical 
distance. For instance, in countries such as the USA, where there may be long waits to see 
a dermatologist23, 24, this SA may allow patients to “jump the queue” when the SA shows 
a high risk rating for a skin lesion, resulting in early diagnosis and management. This SA 
could also be useful, in countries like the Netherlands, where the GP is the gatekeeper to 
secondary care, since, 69% of GP visits related to suspicious skin lesions and about 40% of 
referrals from GP to dermatologist result in a benign diagnosis.16, 25

While this SA has the potential, when used by lay persons, to reduce healthcare expen-
ditures and improve the use of resources there are still several steps needed in order to 
assess the health impact of the SA, before it can be widely implemented. In this study we 
cannot calculate the true PPV or NPV of the SA. For this, we would need complete follow-
up for all SA users, while not all users agree to share their final diagnosis with the SA or 
decide to visit a doctor for further follow-up. In order to show the health impact of the SA, 
a possible avenue is to establish partnerships with large insurance companies and carry 
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out a study (possibly using a quasi-experimental design approach26) to test within the 
insured population whether the SA can reduce the number of doctor consultations and/
or whether it could result in a lower average cost of treatment due to earlier detection.

In conclusion, in this study we tested the accuracy of the newest version of the SA for 
skin lesion risk assessment. The new risk assessment algorithm has a high sensitivity 
(95%) to detect skin cancer and it may therefore be a valuable tool for early detection 
of premalignant and malignant skin lesions. The accuracy of the application, namely its 
specificity, may be further improved over time as more data is available to train the risk 
classification algorithm.
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